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EXPLORING A “GREEN LIST” FOR EU-CHINA ECONOMIC RELATIONS

Mounting evidence that China is not converging with the liberal market econ-
omy principles of European and other OECD countries has triggered a range of
policy responses and a broader debate, amplified by the COVID-19 crisis, about
how much economic engagement with China is desirable and safe.

This study by Rhodium Group for the Bertelsmann Stiftung aims to strip the
geopolitical emotion out of this debate and provide a fact-based, transparent
framework for assessing which areas of the EU’s trade, investment and broader
economic relationship with China are benign. We call this the “green list.”

The study also shows how the EU can broaden the scope of this green list, pre-
serving substantial portions of the economic relationship with China, through
a range of targeted mitigation measures.

Among our conclusions is that, based on 2019 data, much of the EU-China trade
relationship can be preserved without the need for mitigation. Some 56% of EU
exports to China are completely benign, while 83% of China’s exports to the
EU qualify as “green.” On this list are sectors that are at the heart of EU trade
relations with China, such as motor vehicle parts, food and drinks, luxury goods
and a healthy portion of machinery and industrial goods.

We find that FDI vulnerabilities are more acute. In the absence of mitigation
measures, some 46% of China’s FDI in the EU and 32% of the EU’s FDI in China
in 2019 do not make it onto the green list. Investments with potential security
implications can be found in the areas of sensitive individual data, critical in-
frastructure and emerging computing technologies.

These results are a first and exploratory attempt at green listing EU-China
economic interactions. Our findings are not meant to be definitive, nor should
they be considered normative.



EXECUTIVE SUMMARY

We show besides that through credible mitigation measures, the green list can
be substantially extended to cover more of the EU’s trade and relations with
China.

The study makes three recommendations for EU policymakers. First, the EU
needs to state clearly that some aspects of its economic relationship with China
pose security risks, while others do not. Only by acknowledging this dichotomy
can it credibly keep the door open to benign economic engagement and mitigate
the risks in areas that are potentially problematic.

Second, the EU needs to have a frank and open debate about what areas of its
economy are relevant for its national security. At the moment, no European
consensus exists on this question. Without clear definitions, Europe will struggle
to defend its point of view in talks with other countries and could find itself in
a position where foreign definitions of national security are imposed upon it.

Third and finally, the EU needs to launch a reflection on credible mitigation
measures, in order to ensure that the scope of mutually beneficial economic
interactions with China remains as broad as possible.

This study presents a framework for understanding the areas of the EU’s eco-
nomic relationship with China that pose no security risks. More granular anal-
ysis is required to reach definitive conclusions about whether certain dual-use,
emerging technologies or “essential goods” are risk-free or not. Due to the
rapid pace of technological advances in some sectors, and quick evolution of
related debates, the cost-benefit calculus is likely to evolve rapidly, requiring
a flexible, dynamic approach.

The EU “green list” also needs to be benchmarked against the approaches of
other OECD countries in order to achieve the highest possible degree of align-
ment on this issue.
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For more than half a century, industrial democracies have taken as a given that
international economic engagement will continue to deepen. The lesson of the
twentieth century was that rational interests would steer countries’ economies
toward openness and global integration. The end of the Cold War appeared to
entrench these norms. While economists and policymakers debated how quickly
economic systems would converge, the idea that convergence was positive - if not
inevitable — was not widely disputed.

With surprising rapidity, the assumptions underpinning this belief have frayed,
largely due to uncertainty about China. Two factors ground the current rethink.
The first is geopolitical. As recently as five years ago, most observers believed that
Beijing still intended to make its economic model compatible with liberal market
economy principles. Today there is mounting evidence that China’s leadership has
a different model in mind, one that is at odds with the concept of deeper engage-
ment based on these principles. This has triggered reactions in Europe and other
advanced economies, from a wave of tighter FDI screening regulations, to a debate
about the use of Chinese suppliers for next generation 5G networks. There is now a
consensus in OECD economies that the relationship with the world’s second largest
economy needs to be reassessed.

The second shock to assumptions about engagement and integration came more
suddenly, with the outbreak and spread of COVID-19. The virus triggered a sudden
breakdown of supply chains, adding urgency to a debate in European and other
OECD countries about China’s economic model and the risks associated with un-
limited economic engagement. In short order, the negative side effects of economic
interdependence — mainly with China, but also with other countries that locked
down medical equipment and pharmaceuticals for domestic use — became readily
apparent. It was not surprising to see China commandeer materials and equipment
to address a national emergency. But it was a shock for European and other OECD
countries to discover how much they depended on China for medical supplies that
are vital to their national security, and to watch China leverage this power by dis-
tributing equipment as political favors.

Our understanding of the risks associated with relying on supply chains based
in China has evolved rapidly. These risks are not limited to rare crises or supply



INTRODUCTION

shocks like COVID-19. They are also geopolitical and include the possibility that
China could disrupt trade and economic interactions for political and strategic
reasons. The virus has shown that there are formidable costs to relying on foreign
suppliers for critical inputs. Yet reducing these risks is not so simple. Globalization,
including interaction with China, has delivered massive international welfare gains
and it is not possible or desirable to drastically reduce or eliminate economic ties.
How to resolve this dilemma will turn on political and philosophical principles as
well as economic ones. At its core are two urgent questions: How should economic
engagement with China be adjusted? And what is the price of doing so?

Deciding where to reduce Europe’s exposure to China is a complex question. Eval-
uating this during the COVID-19 crisis is even harder. This report, prepared for
the Bertelsmann Stiftung, helps make this challenge more manageable by making
it smaller. We do this by identifying areas of economic interaction between the EU
and China that require no special handling because they pose no security risk. In
a next step we look beyond what we refer to as the “green list” and examine how
we can address potential concerns in other areas of economic engagement through
a variety of mitigation measures, thus extending the range of “safe” sectors and
preserving a broad base of economic interaction between the EU and China. A de-
tailed assessment of how to mitigate risk is a challenge for another study, but this
report will make it vastly easier by separating out the large body of commerce that
does not require further policy attention. This will conserve time and resources
for the important work of mitigating and resolving vulnerabilities in other areas.

Some might react negatively to this study’s objectives, fearing that a public debate
about economic interactions with China will fuel protectionist instincts, giving
momentum to “decouplers” who want to shut down economic interactions with
China for the wrong reasons. As longtime advocates of economic engagement with
China, we share this trepidation. But the reality is that a debate about the benefits
and risks of trade and investment dependence is already underway, in advanced
and developing economies alike. Failure to objectively assess Europe’s economic
relationship with China will not preserve the status quo. On the contrary, it may
increase the risk that the debate will be hijacked by those that support maximalist
policies.

Others will ask whether this study can be “weaponized,” providing grounds to
argue that any EU-China economic interaction with even tangential security rel-
evance — that is, everything aside from our “green list” - should be immediately
and fully shut down. But we demonstrate the opposite: that many areas of concern
can be managed. We believe that it is important to distinguish trivial concerns from
material security concerns with maximum transparency and frankness. We also
believe that it is wrong to pretend that just because certain sectors of the economy
were seen as non-sensitive a few years ago, there is no reason for closer scrutiny
today. Trends like the weaponization of social media, the deployment of new forms
of telecommunications infrastructure, and the intensifying competition for high-
tech assets around the world demand that policymakers take a closer, fact-based
look at possible risks. The objective must be to acknowledge that some concerns
exist and to manage them in fiscally prudent, socially responsible, and strategically
sustainable ways. This study seeks to advance that effort, by paring down the areas
that require discussion and focusing policy attention where it belongs.
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Finally, the screenings we develop in this study identify the set of activities and
products that require minimal further attention. They do not say anything about
the remainder of trade and investment flows, other than that with some attention,
we can continue to enjoy the benefits of economic openness while addressing se-
curity misgivings.

Overview of the report

While most studies have approached the question of reassessing EU-China eco-
nomic ties as if they were compiling a “red list” — pinpointing those sectors
which pose a problem - this study looks at the question from the opposite per-
spective. We propose a framework for identifying the parts of our economic rela-
tionship with China that do not pose any strategic risks, and the areas where those
risks can be easily mitigated. We call this the “green list.”

We find that most of the EU’s current trade ties with China make it on to the green
list, without the need for any mitigation measures. These include key elements of
the EU-China trade relationship, such as motor vehicle parts, most luxury goods
and fashion items, foods and drink products, and a healthy portion of two-way
exchanges in machinery and industrial goods.

While most EU-China trade in 2019 can be seen as benign, a not insignificant
share of two-way foreign direct investment last year presented potential security
risks. This included half of inbound deals, and a third of outbound transactions.
Still, FDI activity that does raise security concerns need not be pared back en-
tirely. Much of it can be brought back to the green list through mitigation steps.
We propose an initial illustrative list of measures to address security risks, hence
increasing the scope for benign bilateral economic interaction.

This first approximation of green-listable areas (with and without mitigation) is
not meant to be definitive. It is a preliminary effort to identify sectors where risk-
free engagement with China is possible, based on a broad overview of economic
security issues. It is not an exhaustive analysis of technical security concerns in
every subsector of the EU economy.

Our categorizations are likely to change over time. As national security concerns
evolve with technological advances, policymakers must reassess which mitigation
tools are appropriate so as to preserve a broad scope for EU-China economic in-
teractions.

Yet this report shows that extreme, far-reaching disengagement on security
grounds is unnecessary and that many aspects of the EU-China economic rela-
tionship do not raise strategic concerns. We note that there are issues of economic
fairness in EU-China economic relations that may present other grounds for clos-
ing doors, but those arguments are not the subject of this study. Our findings are
complemented by an analysis of mitigation avenues that limit risk while preserving
economic exchanges. Indeed, there are attractive alternatives to disruptive decou-
pling for national security grounds.
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As a methodological experiment in understanding the sensitivity of current
EU-China economic exchanges, this study is aimed first and foremost at spurring
a sober, clear-eyed debate about the EU’s economic relationship with China. Its
results are not meant to be normative or taken as a roadmap for policy-making.
They are merely a snapshot of current EU economic exchanges with China, mapped
against the EU’s own definition of national security.

The study does, however, raise three policy considerations.

First, the EU needs to state loudly and clearly that while some aspects of its eco-
nomic relationship with China pose security risks, others do not. Only by ac-
knowledging this dichotomy can it credibly keep the door open to benign economic
engagement and mitigate the risks in areas that are potentially problematic. In the
absence of clear definitions, there is a risk that the entire relationship comes under
scrutiny, as it has in the United States.

Second, the EU needs to have a frank and open debate about what areas of its
economy are national security relevant. The definitions used in this report stem
from existing EU documents, regulations and statements. This is a list that includes
critical infrastructure, emerging technologies, and the broad use of data. Yet we en-
countered significant difficulties identifying a clear European consensus on many
of these issues. This suggests that significant work is still needed to align member
states and build a unified European view on this crucial question. Only with a clear
definition in place will Europe be able to engage with partners, or rivals, and de-
fend its own point of view. Failing that, the EU could find itself in a position where
foreign definitions of national security are imposed upon it.

Third and finally, the EU needs to launch a reflection on credible mitigation meas-
ures, to ensure that mutually beneficial economic interactions with China remain
as broad in scope as possible.

This report proceeds as follows. Section 2 introduces our framework — a checklist
for green listing economic interactions with China. Section 3 presents the result of
our coding of economic sectors. Section 4 proposes a series of mitigation principles
for bringing certain risk sectors back onto the green list, and applies these princi-
ples to our coding of EU-China trade and investment relations. Section 5 concludes
with a series of caveats, final comments and recommendations.

11
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We aim to identify sectors and types of economic interaction that do not present
any security concerns for EU member states, and thus should be kept fully open
for business. How does one determine that an activity is not security relevant? We
adopt a three-pronged approach to answering that question:

First, we define key national security concerns for the EU and its member
states. National security policies throughout the OECD now acknowledge the
need to protect not just military assets and the goods/products or infrastructure
that are directly connected to military readiness, but also certain key economic
and political activities. These include, for example, the construction and oper-
ation of critical transport or telecommunication infrastructure, the production
and transportation of essential goods such as energy and food, and equipment
tied to the organization of national elections. We include all these aspects in
our framework.!

Second, for each of these areas of potential concern, we draw up a list of spe-
cific risks (e.g. supply disruption or sabotage) to EU national security. These
are identified from the academic literature, EU policy documents, broader OECD
publications and debates, and interviews with relevant stakeholders.

Third, for each risk we develop a simple question to evaluate a sector’s na-
tional security relevance. For each question, we propose criteria for responding
positively or negatively. The output for each question is a decision to exclude
or include sectors in our green list. In answering questions, we differentiate
between four types of economic interaction (trade, FDI, procurement and R&D),
as some may raise more concerns than others.

Our approach has two key characteristics:
It is maximalist. If a sector meets the criteria of security relevance for any

one question, it is not eligible for the green list. However, where possible, the
dismissed sectors or types of interaction will be considered alongside specific

1 Note that we leave out environmental and human security, however, which is tied to general human welfare
and is not generally associated with specific foreign state actors.
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mitigation measures. We discuss these measures in the latter half of this report
(see section 4).

It is EU-specific. Wherever a relevant EU definition was available (e.g. for crit-
ical infrastructure), we based our checklist criteria on it. In the few cases where
the EU has no clear definition, we used a composite definition, drawing on
relevant principles of EU law, EU-commissioned expert studies or high-level
working group papers, principles contained in EU member state legislation and
regulation, and/or interviews with EU stakeholders (all definitions are gathered
in the methodological appendix). This allows us to place EU-specific concerns
at the center of our framework.

Six caveats should be mentioned up front:

First, while green list sectors are considered benign in terms of national se-
curity, some (many in fact) might be a cause for economic concern and/or a
source of commercial risk to EU businesses. Yet tools to deal with those eco-
nomic risks should be sought beyond countries’ national security policy toolkit
(for suggestions, see our previous report, Beyond Investment Screening). Note
that some of these sectors might also have ethics or human rights implications,
including, for example, surveillance technologies. Where these overlap with EU
definitions for national security, they are included in our analysis.

Second, we chose not to include economic competitiveness as a dimension
of national security. In its most extreme form, nations like the United States
have come to define economic security as encompassing the competitiveness
of domestic firms, making commercial success a national imperative. Under
this maximal definition, almost any economic link could be justifiably severed
or conditioned. We leave out this definition because it is not shared widely by
EU member states.

Third, we do not take into account decoupling costs as a criterion for green
listing industries. Such costs are relevant for policymakers assessing avenues
for further EU-China economic engagement or disengagement, but they are
irrelevant to the discussion of whether a sector is benign in terms of national
security and public order. Hence, we rely only on national security principles
and criteria for formulating our green listing framework.

Fourth, we take a sectoral approach to defining the green list, which comes
with drawbacks. In particular, dual-use goods are context and case-specific,
and controlled dual-use goods are defined by their technical specifications,
capabilities, and intended use or application. This makes it difficult to assign
them to a single sector for purposes of analysis. Similarly, data and digital
technologies, as well as emerging technologies, are hard to assign and code to
a single sector as they are most often cross-sectoral. Though imperfect, the
sectoral approach was the most straightforward way to develop this first esti-
mate of an EU-China green list, and the most practical lens for comprehensively
addressing all national security concerns and risks outlined later in this report.

13
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Fifth, we do not code for intermediate value chains and inputs, and instead
focus exclusively on finished products and related sectoral categories. Some
lower-tech and less sensitive components might of course be crucial for high-
er-tech, more sensitive or essential goods, and value chain resilience is a key
aspect of a nation’s national security. We touch upon these issues, but they
are unfortunately too broad and complex to untangle within the scope of this
report. The same is true of valued-added trade dynamics, including intra-in-
dustry goods trade, which we are unable to isolate despite their high business
relevance.

Finally, we do not distinguish between state-owned and private Chinese firms
as trade, investment or R&D partners of European companies, or as partici-
pants in EU procurement markets. Several recent Chinese laws — and especially
China’s National Intelligence, National Security and Cyber Security laws — are
blurring the line between state-owned and private firms in terms of national
security, by exposing the later to potential state influence and scrutiny.

Based on these principles, we propose the following checklist for green listing
EU-China economic exchanges:

Checklist

Risks include:
An economic exchange increasing strategic competitors’ military capacity and
power, through the transfer of sensitive military or dual-use goods or services
(including weapons and advanced technology);
An economic exchange with the potential to disrupt EU member states’ mili-
tary readiness and capacity through the destruction or compromise of military

systems and/or infrastructure.

Q1: Does the sector/subsector provide goods or services that qualify as weapons
or arms, or related to the country’s nuclear material production capacity?

If yes: dismiss for trade/FDI/R&D/procurement; if no:
Q2: Does the sector/subsector provide goods or services that qualify as dual-use?

If yes: dismiss for trade/FDI/R&D/procurement; if no:
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Q3: Does the sector/subsector involve other “critical technologies” relevant to
military-based national security?

If yes: dismiss for trade/FDI/R&D/procurement; if no:

Q4: Does the sector involve goods and services directly related to military infra-
structure and systems?

If yes: dismiss for military procurement and monitor for investment; if no: con-
tinue to the next section.?

Risks include:

An economic exchange with the potential to cause intelligence breaches, either
through the use of personal or sensitive data to recruit or compromise person-
nel, or through direct access to sensitive information.

Q5: Does the sector involve collection, storage or transmission of intelligence or
intelligence-related data that would directly compromise EU security?

If yes: dismiss all channels for NACE 84.2 sectors (foreign affairs; defense activ-
ities; justice and judicial activities; public order and safety activities); for
other sectors, dismiss for intelligence-related procurement and monitor
for investment;3 if no:

Q6: Does the sector involve the collection, storage or transmission of personal data
that might be accessed by foreign state actors to identify and compromise
military or intelligence personnel?4

If yes: dismiss for trade (including cross-border data flows)/investment/R&D/
procurement (see Box 1); if no: continue to the next section.

2 Our examination of direct threats to military readiness focuses on defense, defense-adjacent or dual-use
sectors, goods, services, infrastructure or systems. But other sectors often provide low-tech or anodyne pro-
ducts and services to military actors where those goods and services themselves are not weapons and do
not have dual-use capacity, and/or military procurement is a small portion of the overall sector activity (i.e.
furniture, building construction, food, clothing or non-military software). These sectors are not dismissed in
full as potential security threats here (though they may qualify as security relevant later on in the checklist)
as discrete mitigation measures are easily implemented, for example forbidding procurement of equipment
or services to military sites or infrastructure by Chinese or Chinese-owned providers or contractors. Such
mitigation measures do, however, require retaining a diversity of (non-Chinese) providers for such goods and
services - and hence scrutiny on inbound investment that might lead to excessive concentration.

3 Same note as Q4.

4 For digital technologies and businesses, both Chinese acquisition of data-heavy businesses and European ac-
quisitions of such businesses in China are an issue if they lead to the transfer or storage of European personal
data to/in China. Note on loT devices and wearable consumer tech: These technologies would naturally make
their way onto the above list. If these are utilized by military and intelligence personnel, they are security
relevant. However, these security concerns - because they are focused on a small number of key stakeholders
- can be mitigated via non-systemic responses (encryption standards, restrictions on use by personnel, etc.)
rather than broad decoupling measures (trade restrictions, investment screening).

15
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Risks include:

An economic interaction that could lead to the disruption in provision, or out-
right denial, of goods needed for survival or basic economic life of all citizens;

An economic interaction that could lead to the disruption of a country’s critical
infrastructure or key IT and information systems.

Q7: Does the sector/subsector involve the provision of “basic economic goods”

or “critical inputs”?

If yes: monitor for investment and R&D5; if no: continue to the next section.

Q8: Does the sector qualify as a sector of critical infrastructure (CI) or essential

network and information system (NIS)?

If yes: dismiss for inbound FDI/import/procurement/R&D®; if no: continue to the

next section.

Risks include:

An economic interaction that can disrupt electoral systems and/or political
infrastructure (direct election interference);

An economic interaction that can result in the manipulation of public opinion
or outright propaganda;

An economic interaction that can lead to undue influencing of key decision
makers/stakeholders, via the use of sensitive personal data.

Overreliance on imports and foreign value chains for the provision of basic economic goods or critical inputs
is a security concern as it puts countries at risk of supply disruption or cutoff at critical junctures. The COVID
emergency made obvious that scenarios exist in which reliance on foreign supplies can lead to sudden inter-
ruption of basic goods and critical inputs access.

Yet abruptly severing trade and supply chain ties would cause costly disruption for Europe. Hence, this par-
ticular risk calls for the EU to maintain openness (in trade, R&D and, to some degree, investment) while acti-
vely seeking a diversification of international suppliers, increasing domestic production or stockpiling where
necessary, and close monitoring of investment concentration to avoid any one actor controlling an excessive
share of supply. We therefore keep related sectors on our green list but highlight them in our coding as sen-
sitive in the long-term and necessitating further consideration and strategic planning (see section 3). Key
questions for identifying excessive concentration in key sectors should include the following: Is the sector
highly fragmented, with multiple sources of supply? Does the majority of supply originate within the EU or
friendly countries? Are there substitutes to this good, fulfilling conditions set by the two previous questions?
Excessive reliance on Chinese intellectual property for any of these sectors should also be monitored. And of
course, economic interactions affecting Europe’s ability to channel such essential goods and critical inputs to
Europe should also be scrutinized (see Q8 on critical infrastructure).

Cl and NIS are typically situated in Europe. Hence, issues related to these infrastructures are mostly around
inbound flows: investment in EU CI/NIS, and procurement or import of CI/NIS goods and services from Chi-
nese counterparts.
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Q9: Does the sector provide technology for services for EU electoral infrastructure,
including election technology?

If yes: dismiss for inward investment/import/procurement/R&D7; if no:

Q10: Can the sector be used to spread disinformation (“deliberately false, distort-
ed or misleading information”) or propaganda (“content that is not subject
to verification, such as biased or exaggerated opinions or manipulated con-
tent aimed at misleading the audience, especially content inciting negative
emotions”)?8

If yes: dismiss for import and inbound investment; if no:

Q11: Does the sector involve collection, storage or transmission of personal data
that might be accessed by Chinese state actors to identify and compromise
key decision makers/stakeholders?

Definition: Same as question 6.

If yes: dismiss for trade (including cross-border data flows)/investment/R&D/
procurement.

7 Electoral infrastructure is typically situated in Europe. Hence, issues related to these are mostly around in-
bound flows.

8 Freedom of expression is a core principle of the European Union and its member states and is enshrined in
the European Convention on Human Rights. The line between advocacy, reporting and disinformation is not
always clear in the above sectors, and the aim should be to preserve a plurality of views in Europe. Therefore,
though we dismiss most of these activities at this point for national security reasons, we propose a series of
mitigation avenues (including considerations on the scale of viewership/readership/usership of media owned
by Chinese players) in Section 3. Note that here again concerns are mostly about inbound activities.

17
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Data and national security: The risk of overreach

The use of advanced computing and data technology by European firms - whether in
manufacturing, retail or services - presents a challenge to EU actors concerned about
possible Chinese threats to European security. EU firms across almost all sectors now
generate and transmit large amounts of industrial, commercial and personal data that
could be leveraged by hostile PRC security actors.

As such, data-related risk is a horizontal rather than sectoral consideration, and hard
tointegrate into our framework. Blanket restrictions on activities involving data, both
personal and industrial, might be tempting, but they would affect a wide majority of
(largely non-sensitive) European businesses and activities. There is therefore a clear
risk of overreach.

Our framework focuses on two types of data that we consider to be security relevant.
The first is “personal” data, which may contain personally identifiable information
(PII) and/or information about sensitive individual activity, including financial condi-
tion, personal health or sexual preference. The second is consumer data (especially
aggregate consumer data), which may be used to infer relevant personal information
from economic interactions, e.g. from retail behaviors, and hence similarly be used
for hostile purposes.

Our framework purposely leaves out data obtained through hacking activities or ex-
ternal network compromise. While the security threat associated with such activities
is real, it is not one that relies on common economic interactions: Malicious actors
may hack EU data sources without any underlying trade, investment, R&D or other
economic relationship. This report, instead, explores the sensitivity of lawful economic
exchanges.

Our examination of security threats from legally acquired data focuses on one key
benchmark: Is the data in question directly exploitable by PRC actors?

In the case of personal data, the answer is a clear yes. Pll could be used (and has em-
pirically been used by intelligence actors) to coerce or otherwise compromise key
personnel. Concern is even greater for highly sensitive personal data that indicates
religious, political or sexual orientations, and which can be used to compromise key
political, military or intelligence stakeholders.
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Yet a wide array of non-sensitive or personal consumer data (i.e. individual-related)
can also be used to infer personal information or generate a broad personal profile
of specificindividuals. Past studies have shown that ostensibly harmless information
such as energy consumption or daily internet usage pattern can be used to build highly
accurate personal profiles. Such profiles could in turn be utilized either to influence
individuals or to engage in political influence operations of the type used by Russiain
US elections and the Brexit campaign.

The actionability of most consumer data introduces a high risk of overreach. Can all
consumer-data-generating interactions be considered security sensitive? And/or are
they risky enough to justify heightened scrutiny? Probably not.

To avoid overreaching, we propose an approach that takes into account the distance of
each consumer-data-generating sector to potential weaponization. In fact, as consum-
er data gets harder and costlier to weaponize, hostile actors might favor alternative
leverage. Using this logic, we argue that the easiest type of data to act upon is of course
sensitive Pll, as well as commercial data involving direct information on an individual’s
financial or relational situation.

Other types of data are important but not as directly exploitable. Internal production
data from a company producing cereal, for example, are not directly relevant to either
personal or widespread influence operations. There are two potential risks attached
to such data.

First, some analysts have argued that access to wide amounts of any type of data might
contribute to the strengthening of China’s Al military capabilities. We would argue
that although such concerns are legitimate, quantity is already a key characteristic
of China’s digital ecosystem, and hence that Chinese access to large amounts of Eu-
ropean data is not likely to contribute to a material increase in its military readiness.

Second, as more and more industrial (and consumer) data are used for policy-making
purposes (monitoring energy consumption, for example), the integrity and reliability
of such datais crucial for good and safe policy-making - and data that has been tam-
pered with could lead to damaging decisions. Yet relevant data in this case is typically
produced by critical infrastructure sectors (energy, transport, health, etc.) which are
covered in our assessment of strategically important sectors.

As aresult, our focus is on tackling the first two types of data (personal and commer-
cial), leaving aside the third, on our checklist.

19
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This section presents the results of our coding of economic sectors and interactions
for national security concerns. We apply the above checklist to the EU-NACE list
of economic sectors at the 4-digit level, representing approximately 600 sectors,
to produce an illustrative list of China-EU exchanges that can safely (and hence
should) be kept fully open without any sort of mitigation.

The resulting list is not exhaustive, but an illustration of how much of the economic
relationship can be kept open without any concern of compromising national se-
curity. We present coding results question by question, provide an indication of the
weight of each question’s coded sectors in EU-China 2019 trade and investment ties
(we do not have data for R&D and procurement, unfortunately), and then present
a final green list of sectors and interactions.

Question-by-question results

Q1: Does the sector/subsector provide goods or services that qualify as weapons
or arms, or related to the country’s nuclear material production capacity?

Coding for this question reveals 12 NACE categories out of 615 as sensitive. The EU
continues to maintain the arms embargo against China first imposed in 1989,% and
China is subject to the “eight criteria” contained in the EU’s 2008 common rules
governing control of exports of military technology and equipment, which include
“respect for human rights” in weapons-purchasing states and national security of
member states and EU allies.'® Hence, with only a few exceptions, the EU does not
export goods, services or technologies related to these sectors to China."

9 “Frequently Asked Questions on EU-China Relations,” European Commission, 1 June 2017, accessed April 6,
2020, https://ec.europa.eu/commission/presscorner/detail/en/MEMO_16_2258.

11 Council of the European Union, “Council Common Position 2008/944/CFSP of 8 December 2008 Defining
Common Rules Governing Control of Exports of Military Technology and Equipment,” accessed April 6, 2020,
https://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2008:335:0099:0103:EN:PDF.

11 Historically, EU member states have offered differing interpretations of the embargo. Though there is agree-
ment it covers weapons and lethal equipment, France and the UK have exported dual-use equipment, inclu-
ding radar systems and unarmed helicopters. “EU Arms Embargo on China | SIPRI,” accessed November 7,
2019, https://www.sipri.org/databases/embargoes/eu_arms_embargoes/china.
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Q2: Does the sector/subsector provide goods or services that qualify as dual-use?

Coding for this question reveals 96 NACE categories out of 615 as sensitive. Under
the terms of EU export control and dual-use rules, notably Council Regulation (EC)
No 428/2009, licenses are required for EU member states to export 1) any dual-use
item listed in Annex I of the regulation and 2) any other dual-use item if the im-
porting country is under an arms embargo.> However, as the EU’s arms embargo
predates the Maastricht Treaty, this catch-all does not directly apply to China.:3
Dual-use exports to China are thus left mostly in the hands of member states, with
substantial differences in interpretation and export license by country. Accordingly,
we cannot easily estimate how much of total EU bilateral trade and investment
dual-use goods represent, though we would expect exchanges to be limited.

Q3: Does the sector/subsector involve other “critical technologies” relevant to
military-based national security?

Coding for this question reveals 35 NACE categories out of 615 as sensitive. The
NACE categories that contain “critical technologies” relevant for Q3 comprise ap-
proximately 35% of EU exports to China and 37% of EU imports from China. How-
ever, these “critical technologies” do not represent the entirety of these 35 NACE
categories: For example, the category that includes sensitive acids and rare earth
compounds also contains 22 non-sensitive items. Critical technologies also made
up 8% of two-way FDI. The main sectors concerned are advanced manufacturing
and robotics, electronic circuits and semiconductors, and advanced materials for
medical application and pharmaceutical applications.

Q4: Does the sector involve goods and services directly related to military infra-
structure and systems?

No sector coded (see Methodological Appendix).

Q5: Does the sector involve collection, storage or transmission of intelligence or
intelligence-related data that would directly compromise EU security?

Coding for this question reveals 6 NACE categories out of 615 as sensitive. These
represent an extremely limited portion of EU-China trade and investment ties.

Q6: Does the sector involve the collection, storage or transmission of personal
data that might be accessed by foreign state actors to identify and compro-
mise military or intelligence personnel?

Coding for this sector reveals 19 NACE categories out of 615 as sensitive. These
represented about 17.6% of bilateral FDI deals in 2019. The biggest inbound FDI
transaction was the acquisition of UK cloud data center company Global Switch by
Jinagsu Shagang Group. There is unfortunately no good data available to assess the
extent of EU-China cross-border data flows in these sensitive sectors.

12 Specifically, Regulation (EC) No 428/2009 requires licenses for dual-use items “if the purchasing country or
country of destination is subject to an arms embargo” decided by a common position or a joint action. (Reg. EC
No 428/2009, Article 4(2)). This was amended in 2011 to include countries subject to arms embargoes arising
from “a decision or acommon position.”

13 May-Britt U. Stumbaum, Risky Business? The EU, China and Dual-Use Technology, Occasional Paper / Euro-
pean Union Institute for Security Studies 80 (Paris: European Union Inst. for Security Studies, 2009).
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Q7: Does the sector/subsector involve the provision of basic economic goods or
critical inputs?

Tentative coding of NACE sectors for categories that include such critical goods
highlights roughly 70 categories, primarily codes in agricultural production and
food manufacturing, but also categories related to pharmaceuticals, surgical and
medical devices, personal protective equipment, and a handful of sectors con-
taining relevant raw materials from the EU’s “Critical Raw Materials” list. These
represented about 5.6% of EU imports from China in 2019, and approximately 1.0%
of inbound investment.

It is worth pointing out, however, that the fact that a NACE sector is identified as
critical does not necessarily mean it is at risk of supply disruption from China. Bi-
lateral supply risk depends on the share of Europe’s total consumption of a given
good supplied by Chinese imports (as compared to domestic supplies and supplies
from third countries).

Our level of analysis is too broad to identify supply vulnerabilities. At the 4-digit
level, none of the coded Q7 categories turn out to be sectors for which Europe
relies on imports for more than half of its consumption, or for which China is a
key (>30%) source of supply. To identify susceptibilities, one would need to adopt
a more granular level of analysis.!4 Other reports, drawing upon more detailed
datasets, offer some indication of risks. Of 27 raw materials in the most recently
released inventory of EU critical raw materials (2017), 13 meet both of our criteria.
Similarly, CN/HS trade data illustrates the EU’s reliance on China for specific trad-
ed products.’> In 2018 for example, the EU relied on China for 50% of imports of
medical personal protective equipment (PPE), including gloves (38% of all imports
of those products), face shields (49%) and goggles and visors (58%).1® However,
we are unable to reliably identify the share of these imports in EU domestic con-
sumption of such goods.

Q8: Does the sector qualify as a sector of critical infrastructure (CI) or essential
network and information system (NIS)?

Coding for this sector reveals 73 NACE categories out of 615 as sensitive. These
sectors represented about 12% of inward FDI deals in 2019. Our critical infra-
structure definition includes energy and gas generation and transmission sectors,
including the 2019 acquisition of the UK’s National Grid gas distribution unit by
CIC, as well as several solar project acquisitions in Greece. Transport and logistics
networks are also included, thus covering several acquisitions by Sinotrans involv-
ing assets of logistics provider KLG Europe. Because critical infrastructure is not
covered in CPA/NACE trade statistics at the 4-digit level, we are unable to describe
related trade dynamics. The one exception is telecommunications equipment,

14 This report is a preliminary attempt to highlight risks around essential goods and critical input. The authors
intend to elaborate this in future work.

15 Communication from the Commission to the European Parliament, the Council, the European Economic
and Social Committee and the Committee of the Regions on the 2017 list of Critical Raw Materials for
the EU, COM(2017) 490, September 13, 2017, https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CE-
LEX:52017DC0490.

16 Chad P. Bown, “COVID-19: China’s exports of medical supplies provide a ray of hope,” Petersen Institute of
International Economics (PIIE), March 26, 2020, https://www.piie.com/blogs/trade-and-investment-policy-
watch/covid-19-chinas-exports-medical-supplies-provide-ray-hope.
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which we are able to flag given its direct relation to telecom networks (including
5G networks) and NIS. This sector made up approximately 13 percent of EU imports
from China in 2019.

Q9: Does the sector provide technology for services for EU electoral infrastruc-
ture, including election technology?

Coding for this sector reveals 4 NACE categories out of 615 as sensitive. The NACE
category that contains voting machines represents only about 0.66% of EU imports
in 2019 (the category is much broader than voting machines, encompassing all
kinds of office machinery). We found no Chinese investment in these sectors for
2019.

Q10: Can the sector be used as a means of disinformation (“deliberately false,
distorted or misleading information”) or propaganda (“content that is not
subject to verification, such as biased or exaggerated opinions or manipu-
lated content aimed at misleading the audience, especially content inciting
negative emotions”)?

Coding for this sector reveals 21 NACE categories out of 615 as sensitive. It can
be hard to measure the weight of media in cross-broader trade, especially online
media sources and digital trade. In fact, especially where no subscription fees are
involved, European consumers browsing or using a foreign media website does not
get registered in trade data. NACE/CPA trade statistics only provide information for
traditional media trade (films, book publishing, etc.). In 2019, these made up 0.05%
of imports from China. We estimate however that altogether, sectors covered in Q10
represented about 17.3% (USD 2.21 billion) of inward FDI deals in 2019.

Q11: Does the sector involve collection, storage or transmission of personal data
that might be accessed by Chinese state actors to identify and compromise
key decision makers/stakeholders?

Same results as Q6.
Building the green list

After applying the many filters in the questions above, we are left with our initial
green list of sectors that are not concerning from a security point of view, even
without any kind of mitigation. A full version at the 4-digit level is available in
the Appendix, but Table 1 summarizes 40 sectors for which 100% of sub-categories
qualify as green.

Many more sectors are included in the green list at a more granular level. In total,
408 NACE categories out of 615 qualify as green (some of the sectors coded overlap
across questions). Key among them for the EU-China relationship are motor vehicle
parts, various luxury goods and fashion categories, and machinery and industrial
goods like boilers or electrical and electronic equipment.

Analyzing green list sectors by channels offers a more granular picture (Figure
1to 4).
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TABLE 1 Simplified Green List by NACE(/CPA) Division (2-digit)

Sectors highlighted in blue are essential goods or critical input, covered in Q7

Crop and animal production, hunting and related service activities
Forestry and logging
Fishing and aquaculture
Mining of coal and lignite
Mining of metal ores
Other mining and quarrying
Mining support service activities
Manufacture of food products
Manufacture of beverages
Manufacture of tobacco products
Postal and courier activities
Accommodation
Food and beverage service activities
Real estate activities®
Legal and accounting activities
Scientific research and development
Other professional, scientific and technical activities
Veterinary activities
Rental and leasing activities®
Employment activities
Manufacture of wood and of products of wood and cork, except furniture
Manufacture of paper and paper products
Manufacture of coke and refined petroleum products
Remediation activities and other waste management services
Construction of buildings
Civil engineering®
Specialized construction activities
Wholesale and retail trade and repair of motor vehicles and motorcycles
Wholesale trade, except of motor vehicles and motorcycles
Retail trade, except of motor vehicles and motorcycles
Travel agency, tour operator and other reservation service
EducationP
Creative, arts and entertainment activities
Libraries, archives, museums and other cultural activities
Gambling and betting activities
Sports activities and amusement and recreation activities
Repair of computers and personal and household goods
Activities of households as employers of domestic personnel
Undifferentiated goods- and services-producing activities of private households for own use
Activities of extraterritorial organizations and bodies
A Real estate activities may be considered problematic if they concern property located near critical and/or military infrastructure where they might be used for
intelligence, observation or disruption of those facilities/installations. The EU’s FDI screening guidelines (Regulation (EU) 2019/452) address this eventuality,
specifying that “land and real estate crucial for the use of such infrastructure” (Art. 4(1)(a)) can be considered by member states.
B Asdescribed throughout the checklist, joint R&D activities might, however, be sensitive in certain sectors.
C Exceptin critical infrastructure sectors.
D Chinese actors’ involvement in EU educational institutions has been controversial. Official and media reports have especially scrutinized research funding to EU
academics and the establishment of “Confucius Institutes” for Chinese language training targeted at European students. The inclusion of education in our green list

reflects our methodology and the fact that, despite such controversy, education is still not identified clearly as a key national security risk in existing EU policies,
documents and official statements.

Source: Rhodium Group research. | BertelsmannStiftung
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FIGURE 1 Green List by Channel and NACE/CPA Class (4-digit) - EU exports to Chinain 2019
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FIGURE 2 Green List by Channel and NACE/CPA Class (4-digit) - EU imports from China in 2019
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FIGURE 3 Green List by Channel and NACE/CPA Class (4-digit) - Chinese FDI in the EU in 2019
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FIGURE 4 Green List by Channel and NACE/CPA Class (4-digit) - EU FDI in China in 2019
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TABLE 2 Top Sector In and Excluded from the Green List by Channel and NACE/CPA Class (4-digit)

EU exports
to China

EU imports
from China

Chinese FDI
into EU

EU FDl into
China

TOP SECTORS IN THE GREEN LIST

Manufacture of motor vehicles

Manufacture of other parts and accessories for motor
vehicles

Precious metals production

Processing and preserving of meat

Manufacture of electricity distribution and control
apparatus

Manufacture of computers and peripheral equipment

Manufacture of electric domestic appliances

Manufacture of consumer electronics

Manufacture of electronic components

Manufacture of other outerwear

Manufacture of sports goods

General secondary education

Retail sale of clothing in specialised stores

Development of building projects

Mining of other non-ferrous metal ores

Manufacture of beer

Non-life insurance

Rental and operating of own or leased real estate

Distilling, rectifying and blending of spirits

Manufacture of other parts and accessories for motor
vehicles

Source: Rhodium Group research.

TOP SECTORS DISMISSED FROM THE GREEN LIST
(and relevant screening question)

Manufacture of air and spacecraft and related machinery
Q1)

Manufacture of pharmaceutical preparations

(Q3)

Manufacture of electronic components

(Q3)

Manufacture of instruments and appliances for
measuring, testing and navigation

(Q3)

Manufacture of other special-purpose machinery n.e.c.
(Q3)

Manufacture of communication equipment

(Q8)

Manufacture of air and spacecraft and related machinery
Q1)

Building of ships and floating structures

Q1)

Manufacture of other inorganic basic chemicals

Q1)

Book publishing

(Q10)

Web portals

(Q10)

Manufacture of motor vehicles

(Q2)

Security and commodity contracts brokerage
(Q8)

Other transportation support activities

(Q8)

Distribution of gaseous fuels through mains
(Q8)

Manufacture of motor vehicles

(Q2)

Manufacture of other organic basic chemicals
(Q2,Q3)

Manufacture of basic pharmaceutical products
(Q2,Q3)

Manufacture of other electrical equipment
(Q2,Q3)

Manufacture of other inorganic basic chemicals

(Q1,Q2,Q3)

BertelsmannStiftung
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In 2019, EU-China trade was overwhelmingly composed of non-sensitive activ-
ities. In total, 56% of EU exports to China and as much as 83% of imports from
China make it on to the green list, confirming the idea that a substantial portion
of bilateral trade can be kept open without raising specific national security con-
cerns.!7 Key “green” exports include parts and accessories for motor vehicles, and
food and perfumes; key “green” import categories range from textiles, luggage
and toys to, again, parts and accessories for motor vehicles. Potentially sensitive
imports include communication equipment, some consumer electronics, and cer-
tain organic chemicals, while sensitive export sectors cover certain types of motor
vehicles, pharmaceuticals and electronic components — most linked to issues of
potential dual-use or advanced/emerging technology applications. That a sector
is coded as security relevant does not necessarily mean that it should be removed
from bilateral trade. Instead, mitigation measures can be identified for many of
these categories (see section 4).

Coding of investment activities offers a less straightforward picture. Here, 54%
of China’s FDI to the EU and 68% of the EU’s FDI to China in 2019 qualifies as
“green.” Sectors of potential concern for Chinese FDI into Europe include web
assets and software, natural gas networks and securities brokerage. These sectors
are listed primarily for their relevance to critical infrastructure (including network
infrastructure), but also because of the prospect of personal data acquisition and
deployment. Several EU investments into China in the insurance and pharmaceuti-
cals sector might also raise concerns, though for each of these transactions, further
analysis would be required to understand if the products and assets at stake are in
fact sensitive. “Green” transactions include sporting goods and textiles, construc-
tion and real estate, and the food and drink industries.

As explained throughout this report, this list is best understood as a rough first
assessment of security-relevant sectors. It is possible that we have overestimated
the number of these sectors by taking a conservative approach: NACE sectors (at the
L4-digit level) with a majority of sub-categories qualifying as sensitive automatically
get dismissed from the green list. Hence many sub-categories could have qualified
as green if we broke down sectors to a more granular level. Besides, many of the
dismissed sectors might be brought back through mitigation. This means a longer
green list than generated from this first take.

In other cases, we may undercount security-relevant sectors. The largest under-
counts likely relate to dual-use and critical technologies like cloud-computing and
artificial intelligence (Q2/Q3), which are difficult to assign to a single sector for
coding. In reality, such technologies deploy components from several different sec-
tors, but we are unable to systematically and reliably identify them.'® Additionally,
our coding focuses on security risks from trade and investment but it is possible that
activities through other channels (like R&D) may be security-relevant as well, even
if those do not appear on our current estimates for the green list.19

17 Note that this only includes a coding of categories for which trade data was available by NACE code.

18 See Meia Nouwens and Helena Legarda, “China’s pursuit of advanced dual-use technologies,” December 18,
2018, https://www.iiss.org/blogs/research-paper/2018/12/emerging-technology-dominance.

19 For examples and further description, see the recent Rhodium Group-MERICS joint report:
https://www.merics.org/en/papers-on-china/chinese-fdi-in-europe-2019.
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Critical and emerging technologies are one of the sectors with the most potential
for future expansion. They represented only about 8% of two-way FDI in 2019, but
that percentage could grow as definitions and policy sensitivity expand. Applying
more expansive definitions such as US’ ECRA would lead to a higher proportion
of two-way trade to be designated as security relevant. US pressure to align and
broaden lists of technologies that are considered security relevant may shorten a
European green list.

Information on cross-border data flows is extremely limited, probably leading
us to underestimate risks in digital industries. Besides, official EU definitions of
concerning digital sectors are in flux, and our own criteria leave out many types of
commercial data (Box 1). Nevertheless, the sector sees intense bilateral interaction:
As much as 17.6% of bilateral FDI deals in 2019 were in sensitive data-related
sectors. Our coding also leaves out R&D partnership, where there are problematic
cases as well, linked, for example, to geo-localization or voice and face recognition
technologies.2® Here, an additional problem is the high level of competitiveness of
many Chinese digital firms, which makes tie-ups extremely attractive to European
players looking to close the capacity gap or tap China’s digital market.

Our coding does not cover procurement and trade in critical infrastructure-related
services either, due to a lack of data on both fronts. A quick look at information
released by TED, the EU’s open platform for public procurement, shows that among
the over 5 million public procurement record entries from 2009-2018, only 304 in-
volved a contract won (jointly or solely) by a China-domiciled bidder. Yet such data
is widely incomplete.?! Hence, the picture we draw here is a partial one concen-
trated on buyouts of European critical infrastructure companies by Chinese firms.

Finally, we find that 5.6% of EU imports from China in 2019 involved basic eco-
nomic goods and critical inputs — but risks attached to these sectors and products
cannot be properly assessed based on volume (see Box 2). It is enough that a
single item making up a negligible proportion of EU-China trade is disrupted at a
time of crisis (PPE during the COVID-19 health emergency) for EU member states’
national security to be put at risk. Neither does identifying a NACE sector as po-
tentially critical necessarily mean it is at risk of supply disruption as Europe might
be procuring only a portion of its needs from China, while receiving a larger share
from other countries or European producers. Flagging these sectors is only a first
step. A second necessary step entails asking the following questions: Is the sector
highly fragmented, with multiple sources of supply? Does the majority of supply
originate within the EU or friendly countries? And are there substitutes for the
goods in question that help fulfill the conditions set by the two previous questions?

20 For examples, again see Rhodium Group and MERICS'’ latest joint report: https://www.merics.org/en/papers-
on-china/chinese-fdi-in-europe-2019.

21 TED data comes from voluntary filing by public tendering bodies, includes only contracts over a certain thres-
hold and does not include separate information on Chinese firms participating in procurement through their
EU subsidiary. Besides, we conducted a quick check using rail contracts and found substantial gaps in cover-
age.
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In many national security relevant sectors it is possible to sustain engagement
through credible mitigation. This involves much lower implementation costs and
less disruption to EU producer and consumer interests than more radical disen-
gagement measures.

Mitigation has long been a path to address security concerns that arise through
economic engagement. FDI screening authorities, for example, have often favored
asset reorganization instead of the outright veto of transactions. And various exist-
ing agreements or regulations, such as the Wassenaar Arrangement, already permit
EU member states to mitigate for risks highlighted in our checklist (questions 1
and 2 around arms and dual-use goods export control).

Mitigation can be undertaken through broad measures at the national level (strate-
gic resource stockpiling), through policies aimed at certain end users (military pro-
curement regulations) or through sector-specific steps (telecommunications). It
is an important avenue for preserving economic interactions and limiting the cost
of disengagement. For it to be effective in preventing concerns around EU-China
interactions, these measures of course need to be widely seen as credible.

This section describes 15 avenues for mitigation and offers a framework to compare
and rank them. It then applies some of these steps to sectors highlighted in section
4 as sensitive. By doing so, we aim to show that the EU-China green list can be
broadened, and that our findings in section 3 should be seen as a “floor,” rather
than ceiling, for safe economic interactions.

Key principles and avenues for mitigation

General or sector-specific regulation to limit transfers and harmful usage of per-
sonal data.

Example risks: Social media profiles and/or derived data could be transferred to PRC
authorities for use in political influence and/or direct compromise of intelligence
and policy personnel.



MITIGATION PRINCIPLES FOR ENHANCING THE GREEN LIST

Mitigation: Data protection regulations and/or restrictions on cross-border data
transfer (e.g. GDPR) limit ability of PRC-acquired company to provide usable data
to PRC authorities.

Official review of inward investment activities for national security purposes by
national or transnational authorities, and restrictions on foreign ownership levels
in certain companies or nationwide sectors.

Example risks: Acquisition by PRC-controlled firm of an advanced Al firm whose
technology has potential dual-use value for military systems; or acquisition of
a series of media outlets which altogether would confer owner excessive market
share.

Mitigation: Investment review via national mechanism to condition or deny trans-
action based on sensitivity, concentration or ownership-stake criteria.

Deployment of “specifications and other technical information,” including stand-
ards and requirements for interoperability, that “products, materials, services, and
processes” must meet in order to be compliant with EU and national regulations.

Example risks: Use of PRC equipment or technology in train control operations sys-
tems, a component of critical infrastructure, which might risk compromise of those

systems.

Mitigation: Requirement of certain technical standards to ensure systems are not
vulnerable to outside compromise and meet EU system parameters.

Restriction of military and intelligence procurement to approved suppliers, possi-
bly excluding suppliers of a specific national origin.

Example risks: Surveillance of key security agencies via compromised devices
(“bugged equipment”) from PRC-based or PRC-owned suppliers.

Mitigation: Restriction of supply for defense/government/intelligence agencies to
approved, EU-based or EU-aligned suppliers.

Limits on use or purchase by military/political/intelligence personal of products/
services to approved suppliers.

Example risks: Compromised mobile handsets of intelligence personnel used to
gather intelligence or penetrate secure networks.
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Mitigation: Restrictions on use of personal electronic devices by intelligence per-
sonnel to specific manufacturers and specifications (e.g. biometric security, end-
to-end encryption); use of government-issued devices; encryption of key com-
munications.

Maintaining strategic stockpiles of key inputs or imports to cover a certain period
of expected use in the event of a supply disruption or cutoff. Stockpiles may be
public/national (e.g. EU stocks of crude oil under the Oil Stocks Directive 2009/119/
EC) or private.

Example risks: Cutoff of rare earth imports from PRC-based or -owned suppliers,
harming productive capacity in key industries and advanced technologies (e.g.
batteries).

Mitigation: Establishment of EU-wide rare earths stockpile and/or policy support
for private stockpiling by manufacturing and technology companies.

Use of multiple, interoperable suppliers to reduce reliance on a single foreign
source of inputs or imports.

Example risks: Cutoff of European imports of non-sensitive but necessary inputs
into military, intelligence or key economic sectors (e.g. specific paints for missiles).

Mitigation: Maintaining a diverse network of suppliers including several “friendly”
ones and limiting Chinese acquisition of such suppliers if it causes excessive mar-
ket concentration. Mitigation may also involve some degree of industrial or other
policy to actively promote new suppliers and a more diversified market.

Evaluation of end-use conditions of product: Where product capabilities and/or
end-user environment do not pose potential security threat, economic interaction
can proceed.

Example risks: Smart-home (I0T) devices could offer backdoor access to personal
or sensitive data.

Mitigation: For certain IoT devices like network-functional lighting or heating sys-
tems, end use conditions do not offer direct access to sensitive personal data, and
thus economic interaction can proceed.

Establishing independent security evaluation boards to review and monitor pos-
sible security risks involving the use or procurement of technology from the PRC
or PRC-owned manufacturers.
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Example risks: Access to actionable personal or other sensitive military/intelligence/
political data via compromised telecommunications systems (e.g. 5G).

Mitigation: Use of joint security review board to manage code/technical disclosure
and continually evaluate security risk (e.g. Huawei Cyber Security Evaluation Cen-
tre, UK).

Implementing redundancies in critical infrastructure systems (and/or individual
technological systems, like self-driving cars) so that systems can continue to op-
erate in the event of compromise or revert to a fail-safe state.

Example risks: Compromising of self-driving car, to endanger driver and passengers.

Mitigation: Put in place fail-safe systems allowing driver to revert to self-driving.

Evaluation of the current technical gap between PRC and EU manufacturing or
technological capabilities in sensitive sectors. For advanced technology sectors
(non-dual-use or military), interactions may proceed for all goods or services for
which Chinese firms already possess the same technology at home, as they would
not lead to the transfer of more advanced technology to Chinese players. Interac-
tions might also proceed for all technologies considered one or two generations
behind leading (European) edge.

Note: A companion and more offensive mitigation approach would be to secure and/or
increase tech and R&D funding in Europe to make sure European industries and firms
remain leaders in their fields.

Example risks: Sale of an EU firm to a PRC buyer that manufactures robotics tech-
nology risks spread of advanced technology products with possible future dual-use
or military application.

Mitigation: If PRC firms already possess similar tech, or if the technology at stake
is two generations behind most advanced EU tech in the industry, interaction may
proceed.

Due diligence of Chinese partners’ links, proximity or potential to be influenced
by the Chinese state can mitigate some of the risk, as can security- and owner-
ship-specific due diligence on PRC companies during investment proposals, pro-
curement evaluation, or other economic interactions.??

Example risks: Sale of a small European insurer, owing consumer financial data, to
a PRC firm.

22 Recent PRC regulation of course is blurring the line between state-owned and public actors, but not all actors
are under equal influence, and legal recourses - for example for authorities to get access to a firm’'s consumer
data - are more costly and lengthy even for PRC authorities in the case of private actors.
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Mitigation: If PRC firm is private, listed, with international and diverse management
and board of directors, transparent financial accounts, and branches and activities
in various countries, sale may potentially proceed (under certain conditions).

Member states’ investment screening authorities require investment target to di-
vest certain sensitive subsidiaries, assets or functions upon acquisition by PRC
investor; or require that “firewalls” between sensitive and non-sensitive company
functions be put in place.

Example risks: A PRC firm wishes to buy a large stake in an EU-domiciled insurance
firm, which offers both specialty risk insurance for infrastructure, as well as more
common term life insurance. The life insurance practice has regular access to PII
and sensitive personal data.

Mitigation: The life insurance subgroup may be spun off or divested as a condition
for sale to the PRC firm.

Ensure state participation in certain critical infrastructure sectors via board seats,
golden shares or other ownership structures.

Example risks: A PRC firm wishes to buy a minority stake in an EU-domiciled grid
operator.

Mitigation: Recipient state benefits from golden shares that allows it to prevent PRC
investor to acquire majority share, if deemed too risky.

Regulatory oversight of the media industry (including through the Audiovisual
and Media Services Directive, AVMSD), notably in the form of content oversight;
internal and sector-specific codes of conduct, such as France’s Code de déontologie,
to promote strong and unbiased practice; strong journalist unions limiting share-
holders’ influence on publication tone and content.

Example risks: A PRC media group applies for a commercial broadcast license to
establish over-air news channel in several member states; the media group is
partially owned by PRC government interests.

Mitigation: A revised AVMSD code may provide for restrictions of purely propagan-
dist or misleading content.

These 15 measures are a first attempt to list credible mitigation steps, and are in no
way a comprehensive list of such measures. Some of these policies are sectoral or
product-specific, and others more wide-ranging. Some might also be more effec-
tive than others at eliminating underlying risks. And some are easier to implement
for policymakers, and cheaper for European stakeholders, notably the companies
involved (Table 2). But they are a first illustration of the large toolbox at the dis-
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posal of European policymakers to preserve more of the bilateral relationship,
under certain conditions.

TABLE 3 Comparing Mitigation Measures

SCOPE EFFECTIVENESS |\ 0o EOotOF cosT
Regulations on data usage
Specific regulations on investment
Technical standards o
Procurement regulations
Restrictions for specific users [
Stockpiling () o
Supplier diversification o [

End-use identification

Supervisory boards

Fail-safe conditions o

Technological frontier o

Due diligence o

Sheltering of sensitive activities o

State ownership in critical infrastructure
Media oversight o
Table description

Wide scope, high effectiveness, ease of implementation, or low cost.
Moderate scope, effectiveness, cost or ease of implementation.

([ Narrow scope, limited effectiveness, difficulty of implementation, or high cost.

Scope Wide means measure spans across many sectors; narrow means single subsectors or products concerned.

Effectiveness High effectiveness means almost all related risks are addressed thanks to this measure.

Implementation  Ease of implementation indicates low bureaucratic burden/ease of policy-making.

Cost Cost relates to financial cost for European firms, consumers and taxpayers.

Source: Rhodium Group research. | BertelsmannStiftung
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Building an enhanced green list

Through these mitigation measures, a wide number of dismissed sectors and
transactions could be brought back to green. We apply these measures to data on
2019 trade flows and FDI deals, illustrating how much of these may be credibly
mitigated, in turn enhancing the share of non security relevant interactions in
two-way flows (sectors brought back to the green list are indicated in dark green):

FIGURE 5 Mitigating EU exports to China

The two “problematic” sectors in this channel are the
manufacture of air, spacecraft and related machinery,
and the manufacture of electronic components. Parts
of the flows in these two sectors could be mitigated
through the implementation of strict monitoring
procedures to ensure no dual-use items or technologies
are being shared with China (these measures are
possibly already in place). Another avenue would be to 2840
ensure that no “frontier” tech is sold to Chinese clients, )

28.92

so that the EU retains a technological edge in these
fields. Certain products with non-problematic end-use
might also be considered largely green.

Source: Rhodium Group research.

FIGURE 6 Mitigating EU imports from China

The largest sensitive sector here is telecommunication equipment,

due toits role in critical infrastructure. However, this sector

also includes mobile phones and other consumer networking
equipment that together form a large part of EU imports from
China, and that could easily be re-qualified as green. Other
sensitive sectors are related to the manufacture of air,

spacecraft and related machinery, and the building of ships

and floating structures. These are linked to a few products

with military applications, including naval and military aircraft
technology. This risk can be tackled through military procurement
supplier restrictions, technical standards and engineering/ code
disclosure where relevant. The specific case of the manufacture
of inorganic basic chemicals linked to essential goods is tackled in
Box 2 (the sector is also flagged for its relevance for military/
dual-use goods and advanced/emerging technology).

Source: Rhodium Group research.

38

28.15 24.45 20.14

28.25

38.11
289 28.25
27.51 59.11

2594 2599

20.16

29.32

272
2221

11.05 1512 2711
20.42

17.11 27.12

1712
73 28.13

26.3
24.41 02y @ R
242

27.4
262 2572 2733 20.31
28.11

28.29 2558 2 9 . 1

| BertelsmannStiftung

26.3 1.

2931
32.4
29.1
@ -
28.11
30.92 32.91
27.11 32.99
871 20.59 20.14 2445
27.4 2511 2222 @ -~ 279
14.19
A7.21 Eolibeesd
27.2 28.29
13 14.14 2573
283
14.13 28.15
27.51 15.2
23.41 L)
1431
15.12 O 30.91
14.39 22.11
26 11 2312 13.92 28.24
. 16.29 2016 2219 25.99
2221 26.52
28.92 22.29 20.42 242
241 8.12 daikz
27.12 26.12
2572 557 28.14 @
- 28.13

27.33 2822

262 e

| BertelsmannStiftung



MITIGATION PRINCIPLES FOR ENHANCING THE GREEN LIST

FIGURE 7 Mitigating Chinese FDI in the EU

Inbound FDI has received the most EU policy attention in recent years,
through member state and EU-level initiatives to tighten or implement
investment screening mechanisms. Key sensitive sectors here include

52.29

web development (web portals), security and commodity contracts

46.21 )
4771 28.99

brokerage, and gas distribution. All are related to critical infrastructure

26.7

23 ©
20.59

(or network information systems), which is an area already covered by
). N . . oy . 2312
Europe’s investment screening regimes. Potential mitigation measures = o @ e

24.44 35.13
20.14

include the restructuring of proposed transactions, or state or joint-
venture participation. Standards to mitigate the risk of catastrophic
disruption could be deployed to secure all critical infrastructure,

not just targets of Chinese investment. Other sectors include motor

vehicles, which produces a small subset of dual-use goods that might
be leaked - but may not be applicable to all investment targets or 32 . 3
greenfield investment.

Source: Rhodium Group research.

FIGURE 8 Mitigating EU FDI in China

Mitigating the risks associated with outbound investmentin a
small number of dual-use goods in the motor vehicles sector can

be primarily achieved by enforcing existing dual-use regulations. 1 1 05

3511

Mitigating the transfer of advanced/emerging technologies in
pharmaceutical applications and chemicals is more complex,
as Chinais still a key manufacturing and R&D hub for firms
in many technological applications. EU (and other OECD)
firms already attempt to mitigate some security risks by
controlling IP and technology deployed in China to avoid -
leakage. This is one case where last-generation technology

20.16

(the “technological frontier”) or activity sheltering may be ‘!
utilized. However, for cutting-edge R&D in emerging sectors, . e
or for critical goods supplies, due diligence and scrutiny of ) 0
investment partners and governance structures, as well as 712

internal data transfer rules, will also be needed.

68.1

93.29

68.2

Source: Rhodium Group research.

In short, many mitigation measures are available that are available that can
broaden the scope of the green list. These range from closer end-user monitoring,
in the case of exports, to procurement restrictions for imports. By using these
steps, governments can preserve areas of bilateral interactions that pose some
risks which are manageable. To avoid costly disengagement in these sectors, these
measures will, however, need to be credible and convincing enough to lift concerns
and avoid knee-jerk reactions from the public, politicians or allies.

| BertelsmannStiftung

65.12

BertelsmannStiftung
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Mitigation for essential goods: The example of pharmaceuticals

The COVID-19 pandemic has highlighted the critical role of pharmaceutical and med-

ical supply chains in national health and security. Supplies of vital medical equipment
in Europe, especially personal protective equipment (PPE), depend heavily on imports.

This has led to acute shortages in several EU member states at the height of the coro-

navirus crisis. Meanwhile, the drive to develop and produce COVID treatment drugs
or a vaccine?3 has raised the specter of competitive investment and IP acquisition,
highlighted when media reports, citing German government officials, suggested that

the United States had made overtures to a German pharmaceutical company in a bid to
secure exclusive rights to a disease vaccine. In response, the European Commission has
encouraged the collective procurement of drugs and medical supplies, backed scrutiny
of inward investment in critical sectors, discouraged export restrictions even of “essen-
tial goods,” and is considering regulatory actions to support increased manufacturing

capacities, e.g. through speeding up the approval of a new manufacturing line or site.2*

Under normal conditions, reliance on imports of pharmaceuticals and medical or protec-

tive equipment would not present a direct security threat. However, when conditions
change rapidly as they have in the past couple of months, security risks attached to such

imports can emerge quickly. Cost pressures and a lack of domestic manufacturing ca-
pacity raise the specter of an overreliance on China for finished or intermediate goods,
including active pharmaceutical ingredients, medical devices and other medical tools
like testing kits. Beyond goods, long import supply chains might result in an excessive re-
liance on Chinese-based labs and firms for key pharmaceutical IP and/or drug research.

The COVID crisis has illustrated how an abrupt interruption in supply can affect Eu-

rope’s medical readiness. There are several options for mitigating such risks, without

a wholesale severing of ties in the sector. A diversification of suppliers and import
countries can help minimize supply disruption risks presented by any one nation -

but allow important interactions with China to continue. Where suppliers or import

countries are too few, the EU can also encourage selective relocation for medical,

pharmaceutical and equipment firms in order to shorten supply chains. This might
involve reshoring to the EU itself, or to third countries (the EU’s neighborhood, for

geographical proximity, or in “like-minded countries” for strategic and ideological

proximity). Additionally, the EU can utilize existing FDI screening mechanisms to

scrutinize inward transactions and ensure adequate healthcare and R&D capacity

remains EU-owned. For certain non-perishable pharmaceutical products, stockpiling
might also be an option, as might stand-by production facilities - though both come

at a high cost. For each of these mitigation steps, Europeans policymakers would need
to prioritize most essential drugs for cost management, i.e. investing most resources
for diversification in products deemed most essential, while maintaining most exist-

ing interactions, in their current form, with China for less pressing needs and goods.

“U.S. Offered ‘Large Sum’ to German Company for Access to Coronavirus Vaccine Research, German Officials
Say,” New York Times, March 15, 2020. https://www.nytimes.com/2020/03/15/world/europe/cornonavirus-
vaccine-us-germany.html.

European Commission, “Coordinated economic response to the COVID-19 Outbreak,” Communication from
the Commission to the European Parliament, The European Council, the Council, The European Central Bank,
The European Investment Bank, and the Eurogroup, COM(2020) 112, https://ec.europa.eu/info/sites/info/
files/communication-coordinated-economic-response-covid19-march-2020_en.pdf; “EU authorities agree
new measures to support availability of medicines used in the COVID-19 pandemic,” European Medicines
Agency, Press release, April 6, 2020. https://www.ema.europa.eu/en/news/eu-authorities-agree-new-mea-
sures-support-availability-medicines-used-covid-19-pandemic.



CONCLUSION

By developing a methodology for exploring the breadth of EU-China economic
activity that is not of strategic concern, this study can enable better policy-making
and corporate decision-making. It also provides a useful frame for thinking about
the debate over moving certain production chains back to Europe that has been
triggered by the COVID-19 catastrophe and the critical input shortages it produced.

Before summarizing our conclusions and caveats, it is important to reiterate our
two starting premises. First, there is no such thing as a riskless world, whether
the subject is China or other competitors. Second, trade-offs between security
and economic welfare are not without costs. Engagement with China has brought
with it security concerns for Europe which need to be more closely examined. It is
important to note that this engagement does not bring only risks. It can also bring
security benefits, for instance when European firms and researchers obtain cut-
ting-edge insights through partnerships with Chinese counterparts. The benefits
to be derived from foreign trade and investment are, after all, the reason why China
opened its doors in 1978. This is the context within which our attempt to “green
list” benign activity should be seen.

Our first conclusion is that most of the EU-China trade relationship, based on
2019 data, can remain open without any new mitigation measures. The biggest
green-list items by trade value are electronics, accessories for motor vehicles,
food processing and preserving, and diverse luxury and fashion items. Some of the
benign sectors for trade are also critical ones for the EU economy, such as exports
of motor vehicles and electrical components, and imports of consumer goods and
electronics.

Second, we find that FDI vulnerabilities are somewhat more acute, involving about
£46% of China’s FDI to the EU and 32% of the EU’s FDI to China in 2019. Invest-
ments with potential security implications involve sensitive individual data, critical
infrastructure and emerging computing technologies.

Third, we find that reasonable mitigation options are available to help expand the
green list, reducing the potential burden on governments and firms that are reas-
sessing their trade and investment engagement with China. We discuss 15 varieties
of mitigation, and we believe that others exist.
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Various caveats should be considered when drawing conclusions from these results.
First, this is an initial, experimental exercise. It was completed over six months
by a small team of researchers without the benefit of peer review or a study group
to offer critiques. Many of the criteria we apply are derived from idiosyncratic
assumptions, and our checklist relies on definitions and policy guidance that are
subject to rapid change.

Second, we have only undertaken the first-round assessment of a green list, and
only at the 4-digit level for NACE categories. More granular analysis would be
needed to determine exactly which dual-use or sensitive technologies are poten-
tially problematic, and which essential goods and critical inputs might require
further mitigation steps. In addition, we do not consider second-order effects of
such interactions, for example technology or security externalities on other sec-
tors, or broader welfare effects that might also impact national security indirectly.

Third, the real-world assessment of security vulnerabilities related to economic
engagement with China is evolving fast, and this report is a picture in time and its
findings set to evolve. There are ongoing debates in the EU about what constitutes
essential goods or critical infrastructure. There is heavy US pressure on Brussels
and EU capitals to align with new frameworks for defining critical technologies.
The red lines we used to mark security concerns are not meant as an endorsement,
just our interpretation of current thinking. Many emerging and foundational tech-
nologies could be determined to have national security implications in the future.
Flexibility, therefore, is essential.

Fourth, the COVID-19 crisis has accelerated a debate about a range of concerning
trade dependencies, especially as they relate to essential goods. Since the vul-
nerability-benefit calculus is liable to change fast, and it is too risky, costly and
undesirable to preemptively disengage on a broad scale, member states will need
to spend more time thinking about mitigation.

Finally, the EU-specific green list established in this report needs to be held up
against the approach of other OECD countries. It is vital to compare perceptions
and definitions of sensitive sectors, discuss potential vulnerabilities and, where
possible, align policies, including on mitigation measures aimed at reducing the
extent and cost of disengagement.

At the moment, the green list we have generated for the EU’s interactions with
China is an expansive one — broader, no doubt, than an equivalent US list of benign
interactions with China would be. This reflects the EU’s continued openness. Yet to
keep doors open going forward, the EU will also need to launch a frank and open
debate about the areas of its economy that it considers national security relevant
today, and which sectors could meet this definition tomorrow. Although existing
EU documents, regulations and statements are clear on some of these sectors, there
is no evident European consensus on this crucial question. Only with clear defi-
nitions in place will Europe be able to engage with partners, or rivals, and defend
its own positions. Failing that, the EU could find itself in a position where foreign
definitions of national security are being imposed upon it. The EU needs to state
clearly that some aspects of its economic relationship with China pose security
risks, while others do not. Only by acknowledging this dichotomy can it credibly
keep the door open to benign economic engagement and mitigate the risks in areas
that are potentially problematic.



TABLE 4 Green List Categories (2-Digit Level, Full List)

SECTION DIVISION

A

O o0 o0 o0 o000 T W W W W > >

(@]

16

17

18

19

20

21

22

23

24

25

DESCRIPTION

Crop and animal production, hunting and related
service activities

Forestry and logging

Fishing and aquaculture

Mining of coal and lignite

Extraction of crude petroleum and natural gas
Mining of metal ores

Other mining and quarrying

Mining support service activities
Manufacture of food products

Manufacture of beverages

Manufacture of tobacco products
Manufacture of textiles

Manufacture of wearing apparel
Manufacture of leather and related products

Manufacture of wood and of products of wood
and cork, except furniture; manufacture of
articles of straw and plaiting materials

Manufacture of paper and paper products
Printing and reproduction of recorded media

Manufacture of coke and refined petroleum
products

Manufacture of chemicals and chemical products

Manufacture of basic pharmaceutical products
and pharmaceutical preparations

Manufacture of rubber and plastic products

Manufacture of other non-metallic mineral
products

Manufacture of basic metals

Manufacture of fabricated metal products,
except machinery and equipment

GREEN-LIST GREENLIST AS A%
OF SUB-CATEGORIES QUESTIONS

CLASSES

31

None

16

100%

100%
100%
100%
0%
100%
100%
100%
100%
100%
100%
50%
75%
67%

100%

100%

60%

100%

19%

0%

33%

67%

38%

41%

SCREENING

Q08

Q02
Q02
Q02

Q10

Q01,Q02,Q03
Q02, Q03
Q02,Q03
Q02, Q03
Q01,Q02,03

Q01, Q02

43



EXPLORING A “GREEN LIST” FOR EU-CHINA ECONOMIC RELATIONS

a4

O o0

m m m m g O 0 o0 0

O m m T

I T I T

26

27
28

29

30
31
32

33

35
36
37

38

39

41
42
43

45

46

47

49
50
51

52

53
55
56
58

59

60

61

62

63

64

65

66

68

Manufacture of computer, electronic and optical
products*

Manufacture of electrical equipment
Manufacture of machinery and equipment n.e.c.

Manufacture of motor vehicles, trailers and semi-
trailers

Manufacture of other transport equipment
Manufacture of furniture
Other manufacturing™®

Repair and installation of machinery and
equipment

Electricity, gas, steam and air conditioning supply
Water collection, treatment and supply
Sewerage

Waste collection, treatment and disposal
activities; materials recovery

Remediation activities and other waste
management services

Construction of buildings
Civil engineering
Specialised construction activities

Wholesale and retail trade and repair of motor
vehicles and motorcycles

Wholesale trade, except of motor vehicles and
motorcycles

Retail trade, except of motor vehicles and
motorcycles

Land transport and transport via pipelines
Water transport
Air transport

Warehousing and support activities for
transportation

Postal and courier activities
Accommodation

Food and beverage service activities
Publishing activities

Motion picture, video and television programme
production, sound recording and music
publishing activities

Programming and broadcasting activities
Telecommunications

Computer programming, consultancy and related
activities

Information service activities

Financial service activities, except insurance and
pension funding

Insurance, reinsurance and pension funding,
except compulsory social security

Activities auxiliary to financial services and
insurance activities

Real estate activities

None
None

None

13

48

37

[y

[ N NN

None

None

None

10%

10%
14%

50%

50%
75%
67%

89%

0%
0%
0%

33%

100%

100%
100%
100%

100%

100%

100%

13%
0%
33%

17%

100%

100%

100%
14%

40%

0%

0%

0%

25%

43%

25%

57%

100%

Q02,Q03,Q08

Q02, Q03
Q02,Q03, Q09

Q02

Q01,Q02
Q02
Q02, Q03

Q01

Q08
Q08
Qo8

QO01, Q08

Qo8

Qo8
Q08
Q08

Q08

Q10

Q10

QO06,Q10

Qo8

QO03,Q05,Q08
QO08, Q06,Q10, Q09

Qo8

Q06, Q08

QO06, Q08



APPENDIX 1 - GREEN-LIST CATEGORIES

M 69
b 70
M 71
M 72
M 73
b 74
M 75
N 77
N 78
i\ 79
N 80
N 81

82
© 84
P 85
Q 86
Q 87
Q 88
R 90
S 91
R 92
S 93
s 94
& 95

96
U 97
T 98
= 99

Legal and accounting activities

Activities of head offices; management
consultancy activities

Architectural and engineering activities;
technical testing and analysis

Scientific research and development
Advertising and market research

Other professional, scientific and technical
activities

Veterinary activities
Rental and leasing activities
Employment activities

Travel agency, tour operator and other
reservation service and related activities

Security and investigation activities
Services to buildings and landscape activities

Office administrative, office support and other
business support activities

Public administration and defence; compulsory
social security

Education

Human health activities

Residential care activities

Social work activities without accommodation
Creative, arts and entertainment activities

Libraries, archives, museums and other cultural
activities

Gambling and betting activities

Sports activities and amusement and recreation
activities

Activities of membership organisations

Repair of computers and personal and household
goods

Other personal service activities

Activities of households as employers of
domestic personnel

Undifferentiated goods- and services-producing
activities of private households for own use

Activities of extraterritorial organizations and
bodies

Source: Rhodium Group research.

None

11
None

None

100%

67%

67%

100%
33%

100%

100%
100%
100%

100%

0%
80%

86%

0%

100%
0%
0%

67%

100%

100%

100%

100%

83%

100%

80%

100%

100%

100%

Q10

Qo8

Q10

Q01,Q06,Q10
Q04

Q06

QO05, Q05, Q08, Q09

QO06, Q08
QO06, Q08
QO06, Q08

Q10

Q06

| BertelsmannStiftung
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Q1: Does the sector/subsector provide goods or services that qualify as weapons
or arms, or related to the country’s nuclear material production capacity?

Definition: Conventional arms as defined in Arms Trade Treaty (ATT) Art 2, to
include: Battle tanks; Armored combat vehicles; Large-caliber artillery systems;
Combat aircraft; Attack helicopters; Warships; Missiles and missile launchers;
and Small arms and light weapons; in addition to nuclear weapons, nuclear
material production capacity, and related technology.

Coding caveat: We include in our coding nuclear assets and elements of nuclear
fuel mining and production, as the provision and control of nuclear technol-
ogy that may be directly or indirectly used to support weaponization is a clear
security threat. On the inbound side, civilian nuclear projects have been the
subject of Chinese investment, including the Hinkley Point nuclear power plant
in the United Kingdom,?5 and EU firms have been active in building and sup-
plying China’s civilian nuclear power sector (including French firm Framatome,
formerly Areva2®). These civilian exchanges are primarily concerning as they
involve critical infrastructure but do raise the prospect that civilian technology
could be used to advance military objectives. Note that these technologies may
be subject to EU and member-state dual-use regulations (Q2) and/or critical
infrastructure guidelines (Q7).

Q2: Does the sector/subsector provide goods or services that qualify as dual-use?
Definition: EU dual-use controls, 2019 update.

Coding caveat: Our list of coded sectors is a partial, preliminary one for two rea-
sons. First, it is based on our coding of the Annex I EU dual-use regulations (5,672
line-items).??” For most of the list (72%; 4,033 items), we are able to obtain a

25 Adam Vaughan and Lily Kuo, “China’s Long Game to Dominate Nuclear Power Relies on the UK,” The Guar-
dian, July 26, 2018, sec. Environment, https://www.theguardian.com/environment/2018/jul/26/chinas-long-
game-to-dominate-nuclear-power-relies-on-the-uk.

26 “Framatome- Large Projects - Taishan 1 and 2, accessed April 14, 2020, https://www.framatome.com/EN/
businessnews-320/framatome-large-projects-taishan-1-and-2.html.

27 Regulation (EC) No 428/2009. We utilize the 2019 Update to the EU Control List (October 17, 2019) as a
basis.
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translated CPA/NACE code using a series of concordance tables, which we then
utilize for further analysis.28 For 1,639 items, however, we are unable to derive a
sufficiently accurate translated NACE code. We omit these dual-use items from our
set and do not consider them.29

Second, our coding does not allow us to distinguish between dual-use goods in the
same way that regulators and exporters do. Our analysis requires us to evaluate
dual-use trade and investment in aggregate, at the sectoral level. However, in
practice, dual-use regulations are extremely dependent on the context of individual
transactions. Similar goods, and even those which have the same statistical or trade
codes, may be dual-use controlled in one transaction and unrestricted in another.
This distinction depends on technical properties, where only items that meet crite-
ria for e.g. tensile strength or power output require special controls. In other cases,
regulations define dual-use goods by application, drawing a line between goods
with specifically “civilian” or “laboratory” capabilities (non-controlled) and those
that are designed or are modifiable for “military” or other purposes (controlled),
even before consideration of the end-user. Because we consider dual-use items at
the sectoral level, without the mitigating context and details that would be provided
by a specific transaction, our intermediate list designates a large number of NACE
sectors as security sensitive at the 4-digit level.

Of these sectors, many, however, include only a few individual goods or services
that could theoretically qualify as dual-use. We therefore revise our list of dual-use
sectors to better reflect actual levels of sensitivity. Where NACE 4-digit level cate-
gories include a small number of dual-use goods (for example, protective footwear
for use in chemical/biological/nuclear applications) but a majority of non-sensitive
ones (footwear and apparel) we manually bring the sector back to the green list.

Finally, it is worth noting that EU’s dual-use regulations are regularly updated and
continue to evolve. They may notably be modified in the future to reflect increased
pressure from the US and other OECD partners around certain key emerging or
foundational technologies.3® We do not include such potential changes in our cod-
ing for Q2. Additionally, because of presumed licensing requirements for dual-use
exports as discussed in the report, we do not include Q2 items in our visualizations
of the final green list by economic channel for exports, imports and OFDI.

28 We first translate dual-use (DU) codification numbers to CN (2020) trade codes using existing EU concordan-
ce tables. We then utilize Eurostat concordance tables (CN to CPA 2.1 [Classification of Products by Activity])
to obtain a product category code. By design, these CPA product categories are equivalent NACE sectors at
the 4-digit level, allowing us to identify a final 4-digit NACE code (the “class” level in the NACE Rev. 2 system).
For a similar approach and some other caveats, see SIPRI and Ecorys, “Final Report: Data and information col-
lection for EU dual-use export control policy review,” November 6, 2015, https://trade.ec.europa.eu/doclib/
docs/2016/september/tradoc_154962.PDF.

29 As a secondary check, we match CN codes to relevant PRODCOM codes again using Eurostat concordance
tables. We omit codes that do not match this secondary check. These include some DU software and technical
categories that are governed by specific Notes in Annex |, which highly depend on transactional context.

30 Although some cyber-surveillance tools, for example, are already enumerated on the Wassenaar Arrange-
ment list, the US signaled it will pursue tighter controls as part of its broad export control and investment
screening reform in 2019/2020. The Commission, Parliament and Council, while agreed that cyber-surveil-
lance should be covered under export controls, have yet to reach consensus on whether the EU should match
or exceed US standards, as well as what technologies should be covered. SIPRI, op. cit.
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Q3: Does the sector/subsector involve other “critical technologies” relevant to

military-based national security?

Definition: European investment screening regulations (EU 2019/452), to in-
clude: Artificial intelligence; Robotics; Semiconductors; Cybersecurity; Quan-
tum technologies; Energy storage; Biotechnology; Nanotechnology.

Coding caveat: There is no universal definition of critical or so called “next-gen-
eration technology,” either at an international or an EU level, and concepts
explored by the EU and even close allies like the United States often differ
substantially. The definition we use here — based on the EU Key Emerging
Technologies (KET) list, as well as codes where we could identify an analogue
to technologies described in the EU investment screening - is therefore one of
several possible options. Here again, NACE categories at the 4-digit level do
not offer the level of granularity required to identify specific KET goods, es-
pecially in complex fields like biotechnology or batteries. In addition, the line
is even blurrier in KET between civilian and military applications (“artificial
intelligence” and machine learning software may be used to manage traffic
patterns and guide military deployments and simulations). As done in Q2, we
leave out applications and only focus on goods and services, and again keep on
the green-list sectors where civilian goods and applications seem to represent
a majority of the NACE subsector. Finally, the rapid growth and evolution of
new technologies makes it almost impossible for analysts and policymakers
to predict what existing technologies may become sensitive in the future, or to
predict the ultimate capabilities of a set of existing products or services. We do
seek to identify such potentially problematic technologies in our coding for Q2.

Q4: Does the sector involve goods and services directly related to military infra-

structure and systems?

Definition: “The buildings and permanent installations necessary for the sup-
port, deployment, and operation of a nation’s military, to include information
systems.” (RAND)

Coding caveats: Coding for services and goods provided to military and intelli-
gence organizations is made difficult by the fact that such products most often
involve otherwise innocuous activities like catering or clothing production for
military units. These sectors are not inherently security-sensitive, but where
the customer or client is a military (or government) institution, they may be
considered a secondary security risk, from bugged equipment to knowledge of
military infrastructure floor/organization plans. Our coding adopts the stance
that even if these sectors present a secondary security risk, they should not
be coded out of the green list, as this would result in an overstatement of se-
curity relevance for most of these sectors — unless they qualify under Q1, Q2
or Q3, of course. Most importantly, secondary security risks would most often
be addressed by (already existing in many cases) client and customer-specific
measures, including specific procurement regulations, bidder/contractor qual-
ification procedures, security vetting of specific contractors and employees.
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Q5: Does the sector involve collection, storage or transmission of intelligence or
intelligence-related data that would directly compromise EU security?

Definition: “Intelligence or intelligence-related data” is defined here as the
standard for EU classified data (Commission Decision 2015/444), i.e. “...any [in-
telligence] information or material...the unauthorized disclosure of which could
cause varying degrees of prejudice to the interests of the European Union or of
one or more of the Member States.” Specifically, this applies to sensitive data
generated to the following NACE sectors (NACE 84.2): Foreign affairs; Defense
activities; Justice and judicial activities; Public Order and safety activities.

Coding caveats: Our framework includes NACE categories 84.21 (Police services,
including border and special police forces), as well as 84.22 (which includes de-
fense services and intelligence aspects of defense services). We consider coding
computer and other services (including IT applications, hardware, software, cy-
bersecurity and data services) as their use by intelligence organizations clearly
presents a security risk, yet as we note for Q4, this would lead to dismissing
the wide array of related goods and services not procured by military and relat-
ed institutions — and therefore underestimate green list-able sectors. As this
threat can be directly addressed though specific restrictions on procurement
and security protocols and standards, we keep these sectors in at this stage.
However, our framework does encourage closely monitoring investment pat-
terns in such sectors, for the purpose of enforcing those existing internal rules
and security checks, and to ensure a diversity of suppliers.

Q6: Does the sector involve the collection, storage or transmission of personal data
that might be accessed by foreign state actors to identify and compromise
military or intelligence personnel?

Definition: from GDPR (Reg 2016/679) (Art 9)): GDPR specifies how persons
can be damaged by exposing of data related to: “racial or ethnic origin”; “po-
litical opinion”; “religion or philosophical beliefs”; “trade union membership”;
“data concerning health...”; “...data concerning sex life”; “..criminal convic-
tions and offences or related security measures”; and “...economic situation.”
Hence, relevant sectors include: Healthcare and social care; Social media; Con-
sumer financial operations; Activities of membership organizations (including
trade unions); Public administration and services; Dating services.

Coding caveat: Digital activities that produce exploitable personal data are gen-
erally difficult to match to a single NACE sector. Social media platforms, for
example, provide online advertisements (63.12), operate “web portals” (63.11)
and conduct “computer programming activities” (62.01, which covers essen-
tially any kind of programming, whether hardware or software). For social
media and similar companies, we include all relevant activities as potentially
security relevant. For other activities involving data collection, we follow the
principles described in Box 1 and Q6, and focus on sectors where data is most
directly exploitable.
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Q7: Does the sector/subsector involve the provision of “basic economic goods”

or “critical inputs”?

Definition: “Critical raw materials” (CRM) as defined by the Commission in
its most recent “list of critical raw materials,” including rare earths and other
key inputs for advanced tech. “Basic economic goods” are “essential goods and
services” as defined by the EU Commission, to include food, energy, transport,
electronic communications and financial services. Though pharmaceutical and
other health-related goods are not included in the EUC’s list, we add the sec-
tor to the list in light of significant disruptions and related issues highlighted
during the COVID-19 crisis.

Coding caveats: Establishing a baseline for “critical goods” is difficult, es-
pecially given the wide variety of goods possibly included in definitions of
criticality. Tentative coding of NACE sectors for categories that include such
critical goods highlights roughly 70 categories, primarily codes in agricultural
production (NACE 1) and food manufacturing (NACE 10), but also categories
related to pharmaceuticals, surgical and medical devices, and personal protec-
tive equipment (including NACE 21 and 32.50), as well as a handful of sectors
containing relevant raw materials from the CRM list.

Q8: Does the sector qualify as a sector of critical infrastructure (CI) or essential

network and information system (NIS)?

Definition: EU critical infrastructure/critical information infrastructure
(2008/2009) and NIS (2016) categories: Energy (including energy production,
transmission, and oil and gas); Transport (road/rail/air/waterways/ocean);
Banking; Financial market infrastructure; Healthcare sector; Drinking water
supply and distribution; Digital infrastructure (specifically for provision of in-
ternet services).

Coding caveat: Our definition is based on two documents: the European Un-
ion’s Critical Infrastructure (CI) rules from 2008 (Dir 2008/114/EC, the “CI”
Directive”) and the Network and Information Systems (NIS) directive from July
2016 (Dir (EU) 20016/1148, the “NIS directive”). It is important to note that
both are focused on identifying particular installations, equipment or entities as
CI or NIS, rather than identifying broad sectors of concern. Our coding instead
adopts a maximalist approach at this stage, covering whole sectors qualifying
as either CI or NIS - including operations as well as equipment and contracting.
We’ll show that some of these can be brought back to the green list through
mitigation measures.

Q9: Does the sector provide technology for services for EU electoral infrastructure,

including election technology?

Definition: This includes, from EU Commission Recommendation C(2018) 5949:
“networks and systems used for”; “registering voter rolls and candidates”;
“collecting, processing and counting votes”; “publishing and communicating
election results to the wider public”; as well as, from COM(2018) 637: “elec-
toral processes, campaigns, political party infrastructure, candidates or public
authorities’ systems.”
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Caveat: The identified sectors contain electoral equipment used in elections
alongside numerous other non-relevant products. For example, the sector that
includes manufacturing of voting equipment (NACE 28.23) covers all “office
machinery and equipment,” and hence also contains calculators and staplers.
Voting equipment is likely only a small subset of the total NACE sector. And the
wide array of electronic and online tools used to administer elections, includ-
ing to create and check electoral rolls, is classified under NACE 63 categories
including data processing or software engineering.

Q.10: Can the sector be used as a means of disinformation (‘“deliberately false,
distorted or misleading information”) or propaganda (“content that is not
subject to verification, such as biased or exaggerated opinions or manipu-
lated content aimed at misleading the audience, especially content inciting
negative emotions”)?

Definition: Defined as sectors involving the ability to influence or harm the
“freedom and pluralism of the media” (EU Final Report for EC Vice President
Neelie Kroes, September 2012), or sectors subject to mass disinformation and
opinion manipulation. Relevant sectors include: social media; book and news-
paper publishing; motion picture, video, and television production; broadcast-
ing; and public relations or lobbying.

Coding caveat: Issues with defining social media-related sectors are the same
as in Q6.

Q11: Does the sector involve collection, storage or transmission of personal data
that might be accessed by Chinese state actors to identify and compromise

key decision makers/stakeholders?

Definition and coding caveats: Same as in Q6.
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